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A Introduction

This methodological appendix provides a detailed description of the methods used for “All the
News that’s Fit to Fabricate: Al-Generated Text as a Tool of Media Misinformation.” It describes
the methods we used for the three sets of experiments we conducted to study human detection of
Al-generated news stories.

B Experiment 1

B.1 Description

To measure the perceived credibility of Al-generated text, as well as the sensitivity of the model
to different length inputs, we used prompts of one and two sentences in the 355M, 774M, and 1.5B
sized models. Because of the three different models we used, we fielded the survey on Amazon
Mechanical Turk on three different dates. We carried out the first stage on July 24, 2019, with
125 individuals per treatment (the original New York Times story on North Korea and 3 GPT-2
treatments, each with 2 sentence prompts; 4 treatments total). Recognizing that the first stage had
yielded high degrees of credibility, we then elected to challenge the model in the second phase of
the experiment, particularly since it was the highest power model, the 1.5 billion parameter model.
We ran this experiment on August 10, 2019. For the second phase, we included two different length
inputs (one and two sentences), two output treatments per input length, with 100 individuals per
treatment (4 treatments total). We then ran the third stage with the middle-sized 774M model,
on September 9, 2019 with 100 individuals per treatment, two one-sentence and two one-sentence
inputs (4 treatments total), replicating the structure of the 1.5B model experiment.

We sought to test a plausible use case, one in which a malicious actor with reasonable language
proficiency and time resources could generate a convincing set of stories. We therefore culled
the least credible and maintained the most credible, analyzing the most convincing of each set
of models. We used three criteria to winnow out the least credible stories: the presence of 1)
grammatical or spelling errors (appropriate use of articles, complete sentences); 2) factual errors
(correct titles/affiliations for named individuals); and 3) conceptual coherence (stays on topic vs
deviates to unrelated topic).

One passage illustrates these potential output problems. Particularly in the less powerful model,
some of the outputs were gibberish. In one egregious case, the synthetic story referenced Kimi Jong



Un—Iater in the story corrected to Kim Jong Un—G-DNow News Staff, and then a long, frivolous
paragraph about Easter:

Life is a place full of surprises! Melt a glorious Easter cake in French but not that green.
Well, a green cake, but for a Tuesday, of course! All Easter party year and here is the

reason for baka.

So here is the unsophisticated basket from my Emails with Moét: HOUSE — Magical
Easter Treating for Outdoor Ahead, serving up latter too because the coconut would

smell really good and it is about 32 °C/94 °F.

Now lets make them during GF Parento Pinata — Yummy chocolate chip pancakes
with dark chocolate frosting. Look how pretty you instincts are as they are meant for
requirement. Topped with fresh pear, green chard, chive and Friday — peach drops and
Play nice — marsh and date to finish.

Another story referred to Ted Lieu (D-Calif), chairman of the Congressional Foreign Trade
Committee. Congressional committees are referred to as House or Senate, and no Foreign Trade
Committee exists, let alone one on which he has a seat (he is on the House Foreign Affairs Com-
mittee). Moreover, states tend to be referred to by two letter abbreviations rather than as “Calif.”
Another story used the abbreviation DPRK and then followed with “DPRK is the initials of North
Korean leader Kim Jong Un’s father,” which is inaccurate; it refers instead to the Democratic
People’s Republic of Korea. To test the concept of synthetic text credibility, we filtered out stories
with these types of obvious errors, instead selecting for stories with the fewest errors.

B.2 Sample Demographics

355M 724M 1.5B 2018 GSS | US Census (2010)
Date Jul 1, 2019 | Aug 10, 2019 | Jul 24, 2019
N 501 507 504
Mean age 39.7 39.7 38.49 48 38
Gender (Female) | 56.09% 55.42% 55.82% 55% 51%
College degree 57.09% 53.65% 53.45% 33% 32%
Republican 30.94% 30.57% 29.98% 23%
Democrat 50.10% 55.82% 50.3% 32%

Table 1: Demographic information of respondents in surveys for Experiment 1.

B.3 Survey Instrument

B.3.1 Pre-Treatment Questions

Before reading the treatment story, respondents were asked to answer a series of baseline questions
regarding their attitudes toward issues of international politics, as follows:

1. Some people think that U.S. military force should never be used under any circumstances.
They are at “1” on the scale below. Other people think there are many situations in which
U.S. military force should be used to deal with problems. They are at “7” on the scale below.




And, of course, other people have opinions in between. Where would you put yourself on this
scale? Online sliding scale with seven options, where ’1’ is labelled as ”U.S. military force
should never be used under any circumstances” and 7’ is labelled as 7U.S. military force
should be used in many situations.”

. Do you see North Korea’s development of nuclear weapons as a critical threat to vital US

interests, an important but not critical threat to vital US interests, or not at all an important
threat to vital US interests? /Critical / Important but not critical / Not important at all

. Please tell us how much you agree or disagree with each the following statement: ”The U.S.

needs to play an active role in solving conflicts around the world.” Strongly agree / Somewhat
agree / Somewhat disagree / Strongly disagree

. What is your overall opinion of North Korea? Is it very favorable, mostly favorable, mostly

unfavorable, or very unfavorable? Very favorable / Mostly favorable / Mostly unfavorable /
Very unfavorable

B.3.2 Random NYT/GPT-2 Story

After answering the pre-treatment questions, respondents were shown a random treatment text,
generated by either the 345M, 774M, or 1.5B model, and based on either a two-sentence or one-
sentence input. These treatment texts are shown below in Experimental Treatments.

B.3.3 Post-Treatment Questions

Finally, respondents answered a number of post-treatment questions (including a demographic
battery).

1.

What is your overall opinion of North Korea? Is it very favorable, somewhat favorable,
somewhat unfavorable, very unfavorable? Very favorable / Somewhat favorable / Somewhat
unfavorable / Very unfavorable

. Please describe whether the news story was very credible, somewhat credible, not very credi-

ble, not at all credible. Very credible/ Somewhat credible/Not very credible/Not at all credible

. Would you share this story on social media? Yes / No

. Do you see North Korea’s development of nuclear weapons as a critical threat to vital US

interests, an important but not critical threat to vital US interests, or not at all an important
threat to vital US interests? Critical threat / An important but not critical threat / Not an
important threat at all

. What is the highest level of education you have completed? Less than High School / High

School-GED / Some College / 2-year College Degree / 4-year College Degree / Post-graduate
degree (MA, MBA, MD, JD, PhD, etc)

. Thinking back over the last year, what was your family’s annual income? Less than 5,000/ 5,000

to 7,499/7,500 to 9,999/10,000 to 12,499/12,500 to 14,999/15,000 to 19,999/20,000 to
24,999/25,000 to 29,999/30,000 to 34,999/35,000 to 39,999/40,000 to 49,999/50,000 to



10.
11.
12.

13.

14

59,999/60,000 to 74,999/75,000 to 84,999/85,000 to 99,999/100,000 to 124,999/125,000
to 149,999/150,000 to 174,999/ 175,000 or more / Prefer not to say

What racial or ethnic group best describes you? White / Black or African-American /
Hispanic or Latino / Asian or Asian-American / Native American / Mized Race / Middle
Eastern / Other

Please select “I don’t know” from the options below regardless of the question: “To the best
of your knowledge, what is the population of the United States?” 50 Million / 300 million /
900 million / 1 billion / I don’t know

Generally speaking, when it comes to political parties in the United States, how would you
best describe yourself? Strong Democrat / Not very strong Democrat / Independent close
to Democrat / Independent (close to neither) / Independent close to Republican / Not very
strong Republican / Strong Republican

What year were you born? Dropdown menu for years
What is your gender? Male / Female / Other

To what extent do you approve or disapprove of the way Donald Trump is handling his
job as president? Strongly approve / Somewhat approve / Somewhat disapprove / Strongly
disapprove

How often do you get your news about politics from TV, radio, newspaper, or online outlets?
A couple of times a month or less / Once a week / 2-8 times a week / Daily / Several times
a day

. In what state or US territory do you live? Dropdown menu of U.S. states and territories

B.4 Experimental Treatments

B4
The

.1 Baseline

following original New York Times article was used as a baseline and as a source of prompts

for the GPT-2 generated texts (which either used the first sentence or the first two sentences of

this

article as a prompt)m

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

The United States Justice Department authorized the seizure of the North Korean ship,
the Wise Honest, after having determined that it was used to export North Korean coal
in violation of American and international sanctions. The American move, announced
on May 9, came amid rising tensions over continued North Korean missile launchings.

In his brief appearance before the United Nations press corps, North Korea’s ambas-
sador, Kim Song, called the seizure “an outright denial of the underlying spirit” of

'From https://www.nytimes.com/2019/05/21/world/asia/north-korea-sanctions-ship.html


https://www.nytimes.com/2019/05/21/world/asia/north-korea-sanctions-ship.html

a June 2018 joint statement between North Korea’s leader, Kim Jong-un, and Presi-
dent Trump, in which, among other things, North Korea committed to working toward
complete denuclearization.

“The United States should deliberate and think over the consequences its outrageous
acts might have on the future developments,” the North Korean ambassador said at
the news conference. He also reiterated his government’s demand for the return of the
North Korean vessel.

The seemingly improved relations between the United States and North Korea that
followed the summit in Singapore last year between Mr. Kim and Mr. Trump have
worsened considerably in recent months.

A second summit in Vietnam in February ended without an agreement. Since then
North Korea has carried out several missile tests clearly meant to express displeasure
with the stagnating diplomatic efforts.

Mr. Trump, who has touted his personal connections with North Korea’s leader, has
acknowledged that “nobody’s happy” about the state of relations between the two
countries.

The North Korean ambassador’s remarks on Tuesday followed a letter he sent to the
United Nations secretary general, Anténio Guterres, in which he denounced the United
States as “a gangster country” for having impounded the ship.

The Wise Honest was originally detained by the Indonesian authorities in April 2018
after it was photographed loading what appeared to be coal at a North Korean port,
prosecutors said. The Justice Department then took control of the ship and towed it to
American Samoa.

Justice Department officials said the seizure of the Wise Honest was part of an effort to
intensify pressure on North Korea to dismantle its nuclear program.

Under United Nations sanctions, North Korea is not permitted to export coal or import
oil, among other commodities. But officials say smuggling is rampant. In the past,
the United States has sought to blacklist certain ships determined to be in violation of
sanctions, but, before the Wise Honest, had never seized one.

B.4.2 345M Model

Text 1: GPT-2 generated with a two-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

The United States Justice Department authorized the seizure of the North Korean ship,
the Wise Honest, after having determined that it was used to export North Korean coal
in violation of American and international sanctions. The American move, announced
on May 9, came amid rising tensions over continued North Korean missile launchings.



”The United States will welcome North Korea’s unconditional refusal to accept the con-
clusion of its conducting legitimate game-show celebrations in which preparations for
a nuclear test takes place in an unproclaimed military meeting ground,” Ambassador
Wu Jia-xuan said Tuesday at UN headquarters. ”We are viewing all threats and devel-
opments in the Korean Peninsula, including reclusive and rogue North Korea and the
imposed United Nations sanctions, with concern. No South Korean change to character
of security under any circumstances. Nor internationalisation of the cold war by China,
the United States and South Korea.”

Back in May, the North Koreans threatened to launch a torpedo bomb against the South
if UN supposedly backed down from its demands that the leaders of the two Koreas do
away with nuclear disarmament. That threat was the first serious announcement of its
possible saber-rattling. The North has shown no sign that it is working on the problem.

Wu added that (the hostages aboard North Korea’s treasure ship believed to be the
Wise Honest) were innocent of wrongdoing by North Korea, except for the conditional
12 million dollar ransom paid them on the March 5 ferry disaster in China in which 23
South Korean residents suffering from financial distress and six have requested assistance
from South Korea. Wu is a close adviser to President Moon Jae-in. Chinese President
Xi Jinping held a rare telephone conversation Tuesday afternoon with South Korean
President Moon Jae-in, China’s provincial media reported Wednesday.

After these telephone calls this comes as a big surprise. Shangrui would never refer to
North Korea as a match to spend a month like the United States eventually did trying
to isolate, destroy or monetize North Korea.

Investors could then decide if both involve appeasement from the two Koreas regarding
nuclear weapons, worry about poverty levels and use Bay of Pigs style incidents to force
foreign controls to get the hostages from North Korea under control.

Text 2: GPT-2 generated with a two-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

The United States Justice Department authorized the seizure of the North Korean ship,
the Wise Honest, after having determined that it was used to export North Korean coal
in violation of American and international sanctions. The American move, announced
on May 9, came amid rising tensions over continued North Korean missile launchings.

North Korean industry is critical to Pyongyang’s economy as international sanctions
have already put a chill on its interaction with foreign investors who are traded in
the market. Liberty Global Customs, which occasionally ships cargo to North Korea,
stopped trading operations earlier this year because of pressure from the Justice De-
partment, according to Rep. Ted Lieu (D-Calif.), chairman of the Congressional Foreign
Trade Committee.

”I’'m concerned quite deeply that this goal of implementing important anti-launch pro-
grams. .. may not be met at all,” Lieu, who was in North Korea in the dignitary corps



July 14, told reporters after visiting Sori Korea, where North Korean officials have
regrouped.

Lieu said the removal of any US sanctions against North Korea could likely disappoint
advocates of deeper, normalized relations with the reclusive nation. He added that its
enforcement would have the opposite effect because it undermines efforts to advance
US assistance projects to improve North Korean trade, infrastructure and finance in-
frastructure.

For the first time publicly, Mr. Kim has directly warned that Washington is trying
to impose a more severe economic pressure on the country. ”With the arrest of the
Wise Honest and with the high level negotiation both sides of trade issue between our
two peoples, danger for securing the succession quality itself — in which the company
of the United States recognized the fair working of its openness demand at all levels of
production and responsible labor demands at every stage of crisis — would be the very
result,” he was quoted as saying during the ceremony at Sori Press Club.

"We are ready to develop knowledge of all important transportation system reform
steps until they are completed jointly leading us to comprehensive sports management
restoration along the iron road — shoulders you must walk with me to reach enlighten-
ment long achieved”.

Many analysts believe that a hostile intent on the part of the Trump administration
extends far beyond concerns regarding Trump’s policy toward North Korea. The most
prominent among them is former Navy Captain Gary Ross of New York City and author
of North Korea in America: Permanent Disaster. ”The nearly continuous equipment
transfers to North Korea reek of the kind of commercialization drive contemplated al-
ready in other U.S.-Supported Countries,” Ross told The Washington Times last Novem-
ber. ”In fact, I think that the Secretary of Commerce has some kind of policy precisely
in mind,” he added.

Further, articles in The Seattle Times and Austrian Business Observer have delved into
ways in which the Trump administration is trying to adapt US punitive measures to the
nature of North Korea’s coal and oil industries as well as the currency of North Korea.

Text 3: GPT-2 generated with a two-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

The United States Justice Department authorized the seizure of the North Korean ship,
the Wise Honest, after having determined that it was used to export North Korean coal
in violation of American and international sanctions. The American move, announced
on May 9, came amid rising tensions over continued North Korean missile launchings.

Cambodian ambassador to the United Nations doesn’t mince words about North Ko-
rea.” North Korea’s actions call into question Heinrich Kim’s commitment to promoting
the peaceful resolution of the Korean Peninsula problem,” the ambassador said in a
statement. North Korea, he said, "has crossed those original rules of international law



violating the sovereignty and territorial integrity of or surrounding the DPRK.”
DPRK is the initials of North Korean leader Kim Jong Un’s father.

North Korea’s ambassador to the United Nations, Shin I-youn, warned North Korea’s
neighbors that the United States were becoming different the day it withdrew its am-
bassador from Pyongyang.

”In the eyes of China and Japan, North Korea became nuclear,” Shin said. ”But
continuing American income frankly no longer did anybody any good anymore by fairly
regulating payments between people in North Korea.”

NASL’s latest report on sanctions against North Korea states that ”Japan and South
Korea remain involved in sanctions-related preventions.” Slight changes were made in
Russia, where a parliamentary vote on Sunday put a party line bill in place that gives
”oppositionarians” at least 14 days to file complaints in accuser’s name. Group experts
in Russia say the longer they wait the smaller the sanctions relief costs for both Moscow
and the West are likely to be.

B.4.3 774M Model

Text 1: GPT-2 generated with a one-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

An estimated 200 North Korean laborers were on board the Illidan in Pyongyang on
Tuesday for a voluntary military training. Officials said they were not to be exchanged
for a single American, as North Korea claimed.

After hearing North Korea’s statements, the United States’s ambassador to the United
Nations, Nikki R. Haley, said the United States would ”fully comply” with the U.N.
resolution condemning North Korea’s nuclear and missile tests.

”But I believe that if you want to talk peace, you have to talk about a future in which
you stop North Korea from pursuing a nuclear program,” Ms. Haley said.

”When they are in a position where they are holding people in prison camps, they have
no way to stop, and that’s the position we’ve put North Korea in,” she said.

She did not rule out the possibility of taking military action against North Korea if its
missile launches continued.

Ms. Haley said she would recommend the United States abstain from the Security
Council vote, which was unanimously approved by the 15-member council last week. She
said the council vote could have "unintended consequences” that could harm regional
peace and security.

” As of today, North Korea’s illicit ballistic missile programs and persistent, deadly and
provocative behavior will have the cost of our global cooperation,” Ms. Haley said.

Text 2: GPT-2 generated with a one-sentence prompt drawn from the beginning of the baseline



UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

”The U.S. is a rogue regime that should be faced with the strongest possible response,”
Ambassador Ja Song Nam said at the U.N. General Assembly. "I am concerned by the
reckless unilateral move by the U.S. toward the DPRK.”

The statement was in response to a diplomatic escalation in which the United States
and South Korea seized the ship, the Cheonan, on Wednesday.

It was the first time that a North Korean envoy had publicly called the seizure of the
Cheonan a "reckless unilateral move.”

Mr. Ja said that he believed ”the responsible parties involved” in the process would be
prepared to discuss the vessel’s seizure and "make their own measures in the light of
circumstances.”

He was also concerned about the future of disarmament talks.

”The situation on the Korean Peninsula is serious,” he said. ”The outcome of the
negotiations should be determined by all parties involved.”

He added that the current arms talks between the United States and North Korea ” were
the only legal solution to the problem” because they were the only means to “end the
hostile nuclear-missile confrontation between the two Koreas.”

Last week, the U.S. and South Korea went ahead with the seizure, insisting that the
vessel had been carrying coal from North Korea. A South Korean official said the ship
was carrying coal intended for the North’s nuclear power plant.

Text 3: GPT-2 generated with a two-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

The United States Justice Department authorized the seizure of the North Korean ship,
the Wise Honest, after having determined that it was used to export North Korean coal
in violation of American and international sanctions. The American move, announced
on May 9, came amid rising tensions over continued North Korean missile launchings.

On Tuesday, Ambassador Kim In Ryong said that any further moves to target North
Korea’s trade would be met with a strong response from the North. He also warned
that any further measures would be met with a tough reaction.

”If the United States, as they stated in their first statement to the UN Security Council,
intend to attack North Korea in any manner, we will respond in the strongest possible
manner,” he said. "If the U.S. attacks North Korea, we will retaliate with stronger
countermeasures, and there will be no negotiations, because all agreements regarding
denuclearization of the Korean Peninsula have been established.”



The United States claimed that the Wise Honest, a North Korean cargo ship, was
carrying a shipment of coal intended for fuel and steel factories in North Korea. North
Korea argues that the shipment was intended for its nuclear power facilities.

The U.S. government announced the seizure on May 9 after a joint operation with the
Australian Navy in the Yellow Sea. A spokeswoman for the U.S. Justice Department
did not respond to a request for comment.

”You should understand that North Korea is now more than likely in violation of United
Nations Security Council resolutions,” said Kim In Ryong. ”For example, North Korea
recently fired a ballistic missile in violation of UN Security Council resolutions and
is violating the United Nations Security Council in other ways. This is the kind of
information we are providing to the UNSC and the United States of America.”

Text 4: GPT-2 generated with a two-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

The United States Justice Department authorized the seizure of the North Korean ship,
the Wise Honest, after having determined that it was used to export North Korean coal
in violation of American and international sanctions. The American move, announced
on May 9, came amid rising tensions over continued North Korean missile launchings.

”The United States would strongly urge all countries to abide by the United Nations
Security Council resolutions, particularly resolution 1541 and its addition of additional
restrictions on North Korea,” Ambassador Kim In Ryong said.

After the U.S. confiscation of the ship, North Korea protested by seizing a U.S. mil-
itary aircraft and a cargo plane, according to two diplomats who attended the news
conference. Mr. Kim said that such provocative acts by the United States could further
endanger the potential disarmament talks between the two nations.

A senior North Korean diplomat said on Tuesday that the North had begun a pre-
liminary feasibility study of a Korean-Japanese nuclear-powered submarine. The plan,
known as a ”coercive development,” seeks to accommodate Japan’s request for the
North to start building a nuclear-powered submarine and seeking to build a first nuclear-
powered carrier.

The North Korean diplomat, who was not authorized to speak publicly, said that the
country was willing to build a nuclear-powered submarine, but would have to wait until
the end of the year to complete it.

This week, South Korea’s Yonhap News Agency reported that South Korea’s govern-
ment had approved the export of 10 mobile ballistic missiles to North Korea. Those
missiles could reach areas near the Korean Peninsula, and were considered a possible
threat to Japan. Japan said the shipment would be inspected by a Japanese customs
authority.
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B.5 1.5B Model

Text 1: GPT-2 generated with a two-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

The United States Justice Department authorized the seizure of the North Korean ship,
the Wise Honest, after having determined that it was used to export North Korean coal
in violation of American and international sanctions. The American move, announced
on May 9, came amid rising tensions over continued North Korean missile launchings.

”He said that if Pyongyang suspects that the United States will use the ship as a gunboat
against their sovereign soil, it will react in kind,” a foreign ministry spokesman, Han
Tae-man, told reporters after the press conference, shortly after Hwang Jang-yop, the
North Korean ambassador, had left. ”"That is the U.S. pack mentality. It all comes
out here. We can say that the actions of the U.S. pack mentality will strangle Korea.”
Hwang was Wu’s predecessor.

Mr. Han, who took over as North Korea ambassador in December, rose to become the
country’s top negotiator at the six-party talks to freeze and eventually eliminate North
Korean nuclear weapons.

Mark Toner, a spokesman for the Secretary of State, said the United States is ”con-
ducting an investigation into the reports of illicit North Korean exports.” He did not
elaborate.

Mr. Han’s comments came at an extraordinary news conference at which North Korea
reacted to charges that it was supplying coal to the American vessel by announcing that
it was applying to join the convention on the international origin of goods.

The South Korean Minister of Unification Lee Chu-young said he hoped it would ease
possible future restrictions on trade and aid to North Korea.

Mr. Hwang, who is the second most senior official in North Korea, and Mr. Han went
on to say that North Korea’s nuclear weapons would persist — even with the ban on
exports of coal — because there are "no other unilateral aggressive approaches” left to
bring the two apart.

In a text message to reporters, Mr. Lee said his country had no additional info about
the E.U.-contracted ship and that ”North Korea should be more realistic, stop making
threats and simultaneously pursue further negotiations with South Korea, the United
States and China to solve the nuclear issue.”

Text 2: GPT-2 generated with a two-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.
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The United States Justice Department authorized the seizure of the North Korean ship,
the Wise Honest, after having determined that it was used to export North Korean coal
in violation of American and international sanctions. The American move, announced
on May 9, came amid rising tensions over continued North Korean missile launchings.
The Supreme Court approved the seizure of the ship last week.

”To be honest, we did not expect this,” Ambassador Ri Tong Il told reporters after his
brief appearance early Tuesday on the long stone hallway of the U.N. General Assembly.

”The news that the United States could use force against our ship as an excuse to do
something illegal in peacetime was not unexpected,” Ri said. ”This is something we
have known all along.”

Mr. Ri urged the United States to abandon any targeting of the ship, declaring that
the vessel was no fuel lifeline. By keeping a close eye on North Korea and Washington,
he warned, both countries could end up ”wasting precious time” and improve their
relations only at the cost of billions of dollars in damage.

The endorsement by the leadership in Pyongyang, however, may shift the tenor of
Korea-U.S. relations even further than they have traditionally been.

”This is very important,” said Eric Green, a senior fellow at the Stimson Center, a
Washington-based policy-research organization.

”This is a message to other countries that they should not include the United States in
negotiations because they don’t have a negotiating partner to give it legitimacy. This
violates the norm that the United States that it gives a letter of notification of intention
to raise national sanctions does not sign away its right to negotiate. Having the United
States at a disadvantage in talks will make it easier for countries that want to get rid
of sanctions.”

Ri later criticized the American move.
Text 3: GPT-2 generated with a one-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

Vice Ambassador John R. Yang said that North Korea will seek international verifia-
bility, so that it can describe what happened with particular detail to its allies. If the
details confirmed in the documents are correct, U.S. officials may be forced to conclude
that the provenance of the cargo was a ruse to smuggle weapons into the United States,
triggering additional sanctions if the conclusions are realized.

”They need verification once again,” he added. ” And the verification should be, what’s
in it?”
In an apparent break with his previous statements, Yang also said the cargo was most

likely legal.

7By all means, take any documents with you, it is quite OK,” he said.
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Accompanying Yang to the news conference in New York was Jenny Townshend, assis-
tant secretary of state for East Asia and the Pacific. It was Townshend’s first visit to
the United Nations in her new role.

Townshend took several questions, including whether China could possibly put pres-
sure on North Korea to surrender the ship. But China has been reluctant to take
some rhetorical steps in recent days, such as threatening to suspend any international
meetings with North Korea, because those would set a precedent for getting tough on
Pyongyang.

Townshend’s response to a question about the possible cargo was likewise muted, and
wouldn’t provide a detailed reason why the ship was seized.

”Everybody needs to be careful where they validate, because arbitrariness, in this en-
vironment of the Internet and of the information highway and so often trying to build
norms in areas where we disagree, you need to ensure that this norm of legal subsidiarity
is respected,” she said, echoing a point made previously by Under Secretary of State
Thomas A. Shannon, the U.S. government’s point person on North Korea.

Text 4: GPT-2 generated with a one-sentence prompt drawn from the beginning of the baseline

UNITED NATIONS — North Korea’s ambassador to the United Nations held a rare
news conference on Tuesday to warn the United States that its seizure of a North
Korean cargo ship could imperil any future disarmament negotiations between the two
countries.

”This is a clear declaration of war,” Mr. Pyonyang’s diplomat, Kang Chol-hwan, said
in the 56-minute meeting with Mr. Jaafari, ”We are showing that we have the deter-
rent power to take down a container ship, full of inflammable materials and dangerous
radioactive materials, which is nigh intolerable to the United States.”

Mr. Kang also informed Deputy Secretary-General Jan Eliasson, the State Depart-
ment’s coordinator for international security and arms control, personally that North
Korea has a claim to the international law of the sea. If Mr. Eliasson thinks he must
negotiate under those negative conditions, Mr. Kang, who will be calling an emergency
meeting of the Security Council this morning, warned that he would leave the chamber.

”We want an nuclear-free world, where nuclear weapons do not exist,” Mr. Kang said.
”And we're prepared to strike any country that distorts the meaning of a nuclear-
Free-World,” Mr. Kang added, citing Mr. Kim’s administration’s plan to conduct an
electromagnetic pulse attack against the United States.

Mr. Jaafari, a Chile-born diplomat who helped negotiate the 1997 nuclear deal with
North Korea, defended the seizure of the Maersk Alabama, saying there are three levels
of international law under the Convention on the Law of the Sea, which implements
a 1979 multilateral treaty between the United States and North Korea that was not
secret when the United States illegally seized it.

The Convention deals both with the ownership of ships fishing in international waters
and maritime disputes. Other nations may also have claims to the vessel, but recent
joint patrols between South Africa, Australia and Japan have shown that Japan is not
the only country vexed by the North’s nuclear program.
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C Experiment 2

C.1 Description

The second experiment investigated the effect of partisanship on Al-generated news credulity—whether
partisans are more likely to believe politically congenial news stories and more likely to continue
believing those even in the face of disclaimers. We used the 1.5B size GPT-2 model with moder-
ate human curation in order to test the highest-quality outputs. We generated 20 outputs. Two
individuals coded the most credible story according to the following instructions:

Please rank the attached set of outputs in order of highest to lowest ‘quality,” where
quality is determined according to the presence of:

e grammatical and spelling errors (appropriate use of articles, complete sentences);
e stylistic errors (appropriate formatting, no extraneous text);
e factual errors (correct titles/affiliations for named individuals); and

e conceptual coherence (stays on topic vs deviates to unrelated topic)

Based on those criteria, the two coders’ rankings were aggregated and we selected the story with
the highest quality ranking, with the purpose of representing a best-case scenario for the malicious
misinformation scenario.

C.2 Experimental Matrix

The following table assigns each treatment text to its location in our 3x3 experimental matrix.

Political Angle of Story

News content Left | Center | Right
Original story (HuffPo, AP, Fox) 1 2 3
1.5B GPT-2 4 5 6
1.5B GPT-2 with Disclaimer 7 8 9

Table 2: Location of each treatment text inside the 3x3 experimental matrix.

C.3 Sample Demographics

Randomized GPT-2 Treatment | 2018 GSS | US Census (2010)
Date Sep 9, 2019
N 1,506
Mean age 39.88 48 38
Gender (Female) | 58% 55% 51%
College degree 56.17% 33% 32%
Republican 27.92% 23%
Democrat 46.82% 32%

Table 3: Demographic information of respondents in surveys for Experiment 2.
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C4

Survey Instrument

C.4.1 Pre-Treatment Questions

First, respondents answered a number of pre-treatment questions.

Some people don’t pay much attention to news about politics and government. How about
you? Would you say that you are VERY MUCH interested, SOMEWHAT interested, NOT
MUCH interested, NOT AT ALL interested? Very much interested / Somewhat interested /
Not much interested / Not at all interested

When it comes to your own politics, would you say that you are very conservative, somewhat
conservative, moderate, somewhat liberal, or very liberal? Very conservative / Somewhat
conservative / Moderate / Somewhat liberal / Very liberal

Generally speaking, with which of these political parties do you most closely identify? Re-
publican / Democrat / Green / Libertarian / No political party

What is the highest level of education you have completed? Less than High School / High
School-GED / Some College / 2-year College Degree / 4-year College Degree / Post-graduate
degree (MA, MBA, MD, JD, PhD, etc)

Thinking back over the last year, what was your family’s annual income? Less than 5,000/ 5,000
to 7,499/7,500 to 9,999/10,000 to 12,499/12,500 to 14,999/15,000 to 19,999/20,000 to
24,999/25,000 to 29,999/30,000 to 34,999/35,000 to 39,999/40,000 to 49,999/50,000 to
59,999/60,000 to 74,999/75,000 to 84,999/85,000 to 99,999/100,000 to 124,999/125,000
to 149,999/150,000 to 174,999/175,000 or more / Prefer not to say

What is your gender? Male / Female

What year were you born? Dropdown menu of years

C.4.2 Random Human-Authored or GPT-2 Story

The stories themselves are listed after this Survey Instrument section. Respondents were asked to
read a treatment story that was selected at random.

C.4.3 Post-Treatment Questions

Finally, respondents answered a series of post-treatment questions that assessed their politics and
impressions of the story they had read.

Thinking now about immigrants—that is, people who come from other countries to live here in
the United States, in your view, should immigration be kept at its present level, increased, or
decreased? Increased considerably / Increased somewhat / Present level / Decreased somewhat
/ Decreased considerably

Please describe whether the news story was very credible, somewhat credible, not very cred-
ible, not at all credible. Very credible / Somewhat credible / Not very credible / Not at all
credible
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Would you share this story on social media? Yes / No

Please tell me whether you strongly favor, favor, oppose or strongly oppose the following
proposal: Significantly expanding the construction of walls along the U.S.-Mexico border.
Strongly favor / Favor / Oppose / Strongly oppose

To what extent do you approve or disapprove of the way Donald Trump is handling his
job as president? Strongly approve / Somewhat approve / Somewhat disapprove / Strongly
disapprove

How often do you get your news about politics from TV, radio, newspaper, or online outlets?
A couple of times a month or less / Once a week / 2-3 times a week / Daily / Several times
a day

e In what state or US territory do you live? Dropdown menu of U.S. states and territories

C.5 Experimental Treatments

Text 1: Left, original (Huffington Post)E|

Several hundred members of the migrant caravan moving through Central America
made it to Mexico’s border with the U.S. this week, where they will most likely wait to
legally enter a port of entry as asylum seekers.

Dozens of LGBTQ migrants settled into a local shelter in Tijuana (located just south
of San Diego) on Monday, The Washington Post reported. Various U.S. and Mexican
LGBTQ organizations allegedly helped fund their trip to the border by bus, allowing
them to get ahead of the rest of the group.

“We were discriminated against, even in the caravan,” said Erick Dubon, 23, a Honduran
migrant traveling with his boyfriend. “People wouldn’t let us into trucks, they made us
get in the back of the line for showers, they would call us ugly names.”

More than 300 migrants had made it to Tijuana by Tuesday, according to the Post, as
local officials said they’re expecting larger numbers in the coming weeks.

Thousands of additional troops were sent to patrol the border in anticipation of the
caravan’s arrival, but they can’t actually detain immigrants. So far they’ve kept busy
by setting up camp and affixing concertina and barbed wire along border fences.

U.S. Customs and Border Protection said it closed several vehicle lanes at the San
Ysidro and Otay Mesa ports of entry starting Tuesday.

“CBP has been and will continue to prepare for the potential arrival of thousands of
people migrating in a caravan heading towards the border of the United States,” said
Pete Flores, director of field operations in San Diego. “These preparations include
training exercises, deploying additional CBP personnel, and partnering with the U.S.
military to harden our ports of entry and the border area between those legal crossings
into the U.S.”

The bulk of the caravan is further south in Guadalajara.

2From https://www.huffpost.com/entry/migrant-caravan-1gbtq-asylum_n_bbebf047e4bOcacec2bfbabd
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Seeking asylum at a port of entry is fully lawful. Migrants who choose this option
will enter U.S. custody and are detained while they file their applications (families are
typically released after 20 days but given notices for when they’re scheduled to appear
in court). Those who aren’t found to possess credible or reasonable fear of persecution
will be subject to expedited removal.

Yet the Trump administration has tried to dissuade people from going this route, claim-
ing facilities don’t have enough space to house asylum seekers at the border. It has used
the process of “metering” to place a limit on the number of asylum applications it pro-
cesses every day.

Trump also rolled out a rule and presidential proclamation last week to deny the right
to request asylum to those who cross the border illegally, though it’s already being
challenged in court.

Text 2: Center, original (Associated Press)

TIJUANA, Mexico— Migrants in a caravan of Central Americans arrived in Tijuana
by the hundreds Wednesday, getting their first glimpse of the robust U.S. military
presence that awaits them after President Donald Trump ordered thousands of troops
to the border.

Several hundred people from the caravan got off buses and made their way to a shelter
on the Mexican side near the border to line up for food. Doctors checked those fighting
colds and other ailments while several dozen migrants, mostly single men, spent the
night at a Tijuana beach that is cut by a towering border wall of metal bars. Several
Border Patrol agents in San Diego watched them through the barrier separating the
U.S. and Mexico.

The first wave of migrants in the caravan, which became a central theme of the recent
U.S. election, began arriving in Tijuana in recent days, and their numbers have grown
each day. The bulk of the main caravan appeared to be about 1,100 miles (1,800
kilometers) from the border, but has recently been moving hundreds of miles a day by
hitching rides on trucks and buses.

Many of the new arrivals were waiting in Tijuana for the caravan leaders to arrive and
provide guidance on their immigration options to the U.S.; including seeking asylum.
Some said they might cross illegally.

Text 3: Right, original (Fox News)ﬁ

Hundreds of illegal immigrants attempting to cross the southern border as part of
massive migrant caravans were found to have criminal histories in the U.S., according
to newly obtained Department of Homeland Security documents.

The DHS files were provided to House Oversight Committee Republicans in May and
included internal data showing more than 1,000 migrants traveling as part of caravans

3From https://apnews.com/566cc181c2734d30bala03133d1b3304
“From https://www.foxnews .com/politics/hundreds-of-migrant-caravan-found-to-have-criminal-histories-dhs-files
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to the border within the past nine months had “U.S. criminal histories” and hundreds
had “U.S. criminal convictions.”

The files detailed one migrant caravan of nearly 8,000 individuals that started toward
the border in October 2018 and arrived south of California by December. According
to U.S. Immigration and Customs Enforcement (ICE), 660 of them had U.S. criminal
convictions—with 40 convicted of assault or aggravated assault with a deadly weapon,
and three convicted of murder.

In January 2019, U.S. Customs and Border Protection (CBP) tracked another caravan
that left Honduras with more than 3,300 migrants. ICE’s Homeland Security Investi-
gations (HSI) team identified that 860 of those individuals had U.S. criminal histories,
including more than 20 convicted of assault or aggravated assault with a deadly weapon,
nearly 30 convicted of sexual offenses, two convicted of violence against law enforcement,
and one convicted of attempted murder.

The documents, provided to House Oversight Republicans, also revealed that CBP is
currently monitoring another “movement of several groups ranging in size from 1,000
to 4,000” in the Mexican states of Chiapas and Veracruz, but did not specify how many
of those migrants are believed to have criminal records.

In a letter to DHS Acting Secretary Kevin McAleenan on Thursday, committee Ranking
Member Jim Jordan, R-Ohio, requested further information about caravan members
with criminal backgrounds to “assist” in their “oversight of the crisis at the southern
border and better understand the threat posed by large caravans.”

Jordan requested arrest warrants, court documents and other materials detailing the
criminal histories of the migrants in the January 2019 and October 2018 caravan; an
update of CBP’s monitoring of the caravan movement in Mexican states; and summaries
of ICE HSI materials by July 5.

In his letter, Jordan referred to President Trump’s decision in February to declare a
national emergency and referred to his comments that the “southern border is a major
entry point for criminals, gang members, and illicit narcotics” threatening “core national
security interests.”

The newly revealed DHS information comes amid a stunning surge across the border
this year. Last month, the number of migrants apprehended at the southern border
skyrocketed to levels not seen in over a decade, with CBP reporting nearly 133,000
arrests in May. The number surpassed 144,000 when counting migrants deemed inad-
missible—more than a 30 percent increase from the prior month and double the influx
recorded at the beginning of the year. The number was the highest monthly total in
more than 13 years, officials said.

“We are in a full-blown emergency,” Acting CBP Commissioner John Sanders said
earlier this month. In April, authorities recorded 99,304 arrests.

McAleenan, in testimony before the Senate Judiciary Committee last week, also warned
that 90 percent of asylum seekers skip their hearings after being released into the U.S.

The continued crisis at the border comes as Trump has sought to extend and shore
up the border wall, declaring a national emergency in a bid to divert billions toward
construction — an effort being challenged in the courts.
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Meanwhile, the Trump administration announced that it had reached a deal with Mexico
to drop threatened tariffs on Mexican imports in exchange for Mexico increasing efforts
to limit U.S.-bound migration flows from Central America.

Through the agreement, the U.S. is slated to extend its policy of returning asylum
applicants to Mexico while their claims are processed. The U.S. also committed to ac-
celerating asylum claims while Mexico said it will “offer jobs, healthcare, and education
according to its principles.”

The deal also stated that Mexico will take “decisive action” to dismantle smuggling
and trafficking operations, while both countries will increase cooperation to protect the
border.

Text 4: Left, 1.5B GPT-2 generated based on first sentence of Text 1 (Huffington Post original)

Several hundred members of the migrant caravan moving through Central America
made it to Mexico’s border with the U.S. this week, where they will most likely wait to
legally enter a port of entry as asylum seekers.

In a holding center set up earlier in October inside a public school in Tapachula, Chi-
huahua state, more than 100 migrants waited in Soviet-vintage classrooms, trailers and
generator-powered barracks to hear their fate.

“You have lost your papers and now your lack of options mean there is no way to get
help,” said human rights activist Mark Jindrich, directing a relative’s efforts in the
process of documenting the migrants in Guatemala and the U.S. for an organization
called AmplifyLesBes.

With many looked upon as potential trade-trouble thieves, most migrants from Costa
Rica, El Salvador, Guatemala and Honduras are believed to be seeking to reach the
U.S. border, where authorities say smugglers decoy migrants with fake documents to
discourage them from attempting perilous crossings.

During a recent congressional hearing that called for tougher border security, U.S. At-
torney General Eric Holder expressed concerns over how few migrants are apprehended
by border patrol.

Text 5: Center, 1.5B GPT-2 generated based on first sentence of Text 2 (Associated Press original)

TIJUANA, Mexico (AP) — Migrants in a caravan of Central Americans arrived in
Tijuana by the hundreds Wednesday, getting their first glimpse of the robust U.S.
military presence that awaits them after President Donald Trump ordered thousands of
troops to the border.

Four-wheel-drive vehicles with bright red canvas tops carrying 40 or more desperate
refugees and immigrants on foot reportedly came into the border town, Jalisco, from
Guatemala in the past two days.

”We're doing good. They told us we have to wait and see if there will be a change, but
so far nothing has changed,” said Arturo Diaz Lopez, a 26-year-old migrant who had
just arrived from Antioquia, Mexico.
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The refugees reportedly were walking headfirst in the seesawing caravan heading from
Tijuana to the processing center just west of the city, U.S. Army U.S. Customs and
Border Protection First Lieutenant Carlos Rosado told The Associated Press. Rosado
said the refugees came in various numbers.

The United States is encouraging Central American migrants to appear before immi-
gration courts in southern states that abuse them, Rosado said.

Officials are trying to cancel the severe violence roiling Guatemala, Honduras and El
Salvador that has overwhelmed authorities with Central Americans and left thousands
of them stranded in their countries.

Traffickers traditionally shepherd a long string of migrants across the U.S. border and
broker asylum claims in the hopes they will asylum in the United States. They usually
claim they were victims of some form of persecution in their home countries. The
American government then transfers children and adults without criminal records to its
Justice Department Office of Refugee Resettlement that provides them with intensive
services.

"We have a constant stream of persons coming out of Central America,” Immigra-
tion and Customs Enforcement spokeswoman Gillian Christensen said in a statement.
”These host countries are not protecting their nationals. The security of the Homeland
requires us to do more.”

The only way for migrants in Mexico, which remains dangerous, to get to the United
States is to walk through Mexico. So Mexico along with Guatemala, Honduras and El
Salvador has become a conduit to the United States for Central Americans crossing the
border.

In the days after Trump said last week the border wall will go up quickly in Trump’s
first 100 days in office, Central American volunteers scrambled to support the tens of
thousands of refugees who fled across Central American borders.

Poroshenko, the Ukrainian president, held a meeting shortly before Trump announced
himself on the world stage. Papandreou issued a statement saying that his administra-
tion "expressed its confidence in the USA, highly appreciating the stance of President
Trump, which principally is against the illegal immigration influx.”

Text 6: Right, 1.5B GPT-2 generated based on first sentence of Text 3 (Fox News original)

Hundreds of illegal immigrants attempting to cross the southern border as part of
massive migrant caravans were found to have criminal histories in the U.S.; according
to newly obtained Department of Homeland Security documents.

Mandatory Immigration Bulletin (MIB) 7, the first comprehensive appraisal of the
severity of current illegal immigration, contains data including criminal convictions,
continuing criminal histories and local law enforcement services documented by border
agents.

”This report is the first comprehensive risk-assessment of illegal immigration conducted
by a federal entity,” Dr. Michael Whitmore, Department of Homeland Security Assis-
tant Secretary for Border and Citizenship Enforcement, and Janis Darden, DHS Deputy
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Assistant Secretary for Border and Citizenship Enforcement, prepared the MIB. ”The
findings underscore the need for a full and effective strategy to detain, investigate and
remove undocumented aliens convicted of the most severe crimes.”

As Breitbart Texas reported, NSA whistleblower Edward Snowden revealed in 2013
that the NSA is tracking phone calls of millions of consumers. Some agency counter
intelligence sources have even reported that there are an estimated 8,000 indicators of
phone calls being made by political terrorists, including phone numbers of U.S. Senators.

The MIB 7 describes how nearly a million illegal immigrants from seven countries were
estimated to have wandered across the Mexican border last year attempting to travel to
the United States for whatever employment or financial transaction they could make.

The MIB 7 authorizes immigration authorities to ensure that certain high threats and
criminals register with the federal government. Immigration officials must make sure
immigrants and non-immigrants are required to make records direct from Customs or
Border Protection, as they do not know if the aliens are detected attempting to cross
at other ports of entry.

”Refugees, asylum seekers, family unit, trafficking victims and other classes subject to
inadmissible immigrants must be identified and monitored,” the report states. ”Since
there may be an above average number of undocumented aliens from the seven covered
Latin-American countries and the Philippines mobilized for illegal migration, discounted
purity . . . is mental. . . the blunt instruments at the predictive stereotyping
capabilities of the genuine political terrorist.”

MIBs usually accompany a U.S. federal law enforcement related immigrant apprehen-
sions signal inside the fiscal year, in this case February 2016. The MIB 7 is not exclusive
and is available to law enforcement inside NASA, Joint Interagency Task Force South-
west within the United States.

As Breitbart Texas reported, illegal border crossings continue for the fourth consecutive
year. For each month in fiscal 2016, the same apprehensations were 22,260, up from
17,789 in fiscal 2015.

Illegal border crossings by family Unit continue to be a problem on an annual basis. The
report states that officials reported 133 family unit aliens were apprehended in February
alone, compared to 69 in January and 22 in December 2015. Refueling Ports of Entry
remain another issue expanding the November 2015 apprehensions by 66 apprehensions
in October 2015, up from 44 in September of that same year, and up from 21 in December
2014.

The report predicts that apprehensions will increase overall in 2016 to 41,658, which
includes apprehensions by custom and border patrol agents, U.S. Border Patrol agents,
and U.S. Immigration and Customs Enforcement employees.

Text 7: Left, 1.5B GPT-2 generated based on first sentence of Text 1 (Huffington Post original)
with disclaimer

This article might contain false or misleading information, possibly intended to
incite anger or strong emotion. Don’t be fooled — this article might contain doctored
images, false attributions, decontextualized statements, and Al-generated content.
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The article continues with the same content as Text 4...

Text 8: Center, 1.5B GPT-2 generated based on first sentence of Text 1 (Associated Press original)
with disclaimer

This article might contain false or misleading information, possibly intended to
incite anger or strong emotion. Don’t be fooled — this article might contain doctored
images, false attributions, decontextualized statements, and Al-generated content.

The article continues with the same content as Text 5...

Text 9: Right, 1.5B GPT-2 generated based on first sentence of Text 1 (Fox News original) with
disclaimer

This article might contain false or misleading information, possibly intended to
incite anger or strong emotion. Don’t be fooled — this article might contain doctored
images, false attributions, decontextualized statements, and Al-generated content.

The article continues with the same content as Text 6...

C.6 Additional Findings

This section describes additional analysis from the largest-scale experiment we ran, experiment 2,
which combined the core human detection features from the other experiments and added in a
partisanship dimension. In the main text of the article, we showed the results of attitudes about
levels of immigration. We assessed a different dependent variable as well, which was support for
the wall. We asked “Please tell me whether you strongly favor, favor, oppose or strongly oppose
the following proposal.” We found that Republicans highly support building a wall irrespective of
the credibility of the story. They may not see the disclaimer stories as credible but their attitudes
after reading the story are not affected by that information of potentially fake or fabricated news.
The same is true for Democrats, who decidedly oppose building a wall irrespective of the news they
read.
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Figure S1: Attitudes toward Wall by Party Identification.

We then sought to understand how credibility might vary depending on respondent attributes.
First, we created a binary variable for credibility and examined whether education affects overall
levels of credibility and explored differences among education levels. Figure S2 shows those overall
levels of perceived credibility based on whether the respondent is college educated (i.e., has a college
degree) or not college educated. Second, in figure S2 we present treatment effects comparing those
who are college educated versus not college educated, which shows that those who are college

educated are generally less credulous than those who are not.
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Figure S2: Overall credibility levels for the original news story, the 1.5B GPT-2 model based on
1-sentence input from the news story, and the disclaimer preceding the GPT-2 story.
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Figure S3: Treatment effects of perceived credibility by education (<4yr college vs. 4yr college+).

We then analyzed credibility by exposure to the news, expecting that those who access their
news online more often might generally believe the news is less credible, and that they might be
better able to discern both the Al-generated text and likely to discount the Al-generated text in
light of the disclaimer. As figures S4 and S5 show, those who access the news online daily ore more
often are less credulous in general, better able to discern the Al-generated text, and more apt to
withdraw their perception of credibility when they see the disclaimer.
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Figure S4: Perceived credibility by news exposure (<daily vs. daily+).
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Figure S5: Treatment effects showing credibility differences between those who access news online
daily versus those who do not.

Next, we investigated the effect of partisanship on credulity. Figures S6 and S7 show overall
levels of perceived credibility and treatment effects (Democrats versus Republicans). As the figures
show, Democrats are generally less likely to believe that the news seems credible, less credulous of
the Al-generated text, and more willing to question the credibility of the Al-generated news story
when it is preceded by a disclaimer.
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Figure S6: Perceived credibility by party.
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Figure S7: Treatment effects showing credibility differences between Democrats and Republicans
(Democrats relative to Republicans).

Lastly, we assessed whether gender affected perceptions of news credibility and the propensity
for detection of Al-generated text. As figures S8 and S9 show, the main gender differences arose in
terms of whether the disclaimer dampened perceived credibility of the Al-generated story. Women
were almost 10% more likely to suggest that the story was credible even after the disclaimer.
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Figure S8: Perceived credibility by gender.
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Figure S9: Treatment effects showing credibility differences between men and women (women
relative to men).

D Experiment 3

D.1 Description

The third experiment examined the perceived credibility distribution of 3 GPT-2 models (2 public,
1 unreleased as of October 2019) with the aim of understanding the median perceived credibility of
their outputs without human curation and with only simple automated cleaning (not unlike what a
real-world disinformation campaign might develop). To do so, we worked with OpenAl to generate
300 stories for each model (345M, 774M, and 1.5B parameter models) and put each through a
very simple program we developed called StoryCleaner. (Only 200 of the 300 stories generated per
model were eventually used in treatments; the texts were chosen at random.)

The program takes text input from GPT-2 and automatically filters extraneous text from out-
puts that might adversely impact their perceived credibility. The generation of cleaned outputs
therefore remains fully automated. Moreover, because no outputs are omitted entirely we can there-
fore plot the perceived credibility distribution of stories with the most minor of manipulations.

StoryCleaner is very simple software; the following is its entire Python 3 source codeﬂ

*From the DocumentSurvey source code: [link to author’s GitHub account]. Spacing was modified for clarity and
readability.
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def clean_text(text):
lines = text.split("\n")
usable_lines = []
for line in lines:
if "advertisement" in line.lower() and len(line) < 150:
# Short "Advertisement Article continues below"” line
continue
if "newsletter" in line.lower() or "sign up" in line.lower():
# "Sign up for our newsletter”" spam
continue
if "subscribe" in line.lower():
# "Subscribe”" spam
continue
if "<|endoftext|>" in line.lower():
# Model detects end of text
line = line.split("<|endoftext|>") [0]
usable_lines.append(line.strip())
break
if len(line.strip()) ==
# no text; just a linebreak
continue
# line separation will be re-added on rendering later
usable_lines.append(line.strip())
last_line = usable_lines[-1].strip()
if not (last_line.endswith(".") or last_line.endswith("!") or \
last_line.endswith("\"")):
# end s not a full sentence
usable_lines.remove(last_line)
return "\n\n".join(usable_lines)

Listing 1: The Python 3 source code for StoryCleaner, the automated system used to clean GPT-2
outputs for display in DocumentSurvey.

After generating and cleaning 300 stories per model, we loaded the 300 articles into a web
interface, which we incorporated as a link within Qualtrics, with the following message: “In a
new tab, please open https://documentsurvey.herokuapp.com and enter XXXXXX [varied between
trials| as your access key. When you finish reading the document, please return to this survey.”

We carried out the experiment sequentially by model size, starting with the 345M model. We
loaded 300 stories into a custom document display platform that would allow us to leverage the
automated nature of our article synthesis system by showing each respondent a different generated
text. We included this platform in Qualtrics and Amazon Mechanical Turk as an external mid-
survey link. Respondents read a story and then, as in experiments 1 and 2, answered the question
of whether the story was credible.

We also sought to disaggregate the concept of credibility to understand the aspects of the text
that individuals understood to correspond with being credible. We therefore asked whether the
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story was believable, accurate, or biased, attributes that have been associated with credibility.

D.2 Sample Demographics

355M 724M 1.5B 2018 GSS | US Census (2010)
Date Oct 16, 2019 | Oct 16, 2019 | Oct 17, 2019
N 203 199 207
Mean age 38.36 40.52 40.14 48 38
Gender (Female) | 54.46% 54.27% 55.07% 55% 51%
College degree 58.13% 62.31% 64.25% 33% 32%
Republican 30.35% 30.3% 28.02% 23%
Democrat 52.74% 51.52% 50.24% 32%

Table 4: Demographic information of respondents in surveys for Experiment 3.

D.3 Cronbach’s Alpha

To evaluate the internal consistency between our credibility subscores (overall credibility, believ-
ability, accuracy, clarity), we calculated Cronbach’s alpha for the three items in our subscale and
the overall credibility assessment.

Model | Avg. interim covariance | Items in scale | Coefficient alpha
355M 0.3655563 3 0.8005
774M 0.3371233 3 0.8077
1.5B 0.3514401 3 0.8368

Table 5: The coefficient alpha scores for the credibility subscores of the three GPT-2 models. All
scores are greater than 0.80, suggesting reasonable degrees of internal consistency.

D.4 Kolmogorov-Smirnov Test

To compare the cumulative perceived credibility distributions of the different models, we conducted
a series of Kolmogorov-Smirnov tests.

33



D statistic | P value

355M 0.6092 0.000
724M -0.0553 0.541
Combined | 0.6092 0.000
724M 0.0508 0.593
1.5B -0.0030 0.998
Combined | 0.0508 0.956
355M 0.6351 0.000
1.5B -0.0583 0.500
Combined | 0.6351 0.000

Table 6: Comparison of the perceived credibility distributions of the models using the Kolmogorov-
Smirnov test.

D.5 Survey Instrument

D.5.1 Pre-Treatment Questions

1.

Some people think that U.S. military force should never be used under any circumstances.
They are at “1” on the scale below. Other people think there are many situations in which
U.S. military force should be used to deal with problems. They are at “7” on the scale below.
And, of course, other people have opinions in between. Where would you put yourself on this
scale? Online sliding scale with seven options, where 1’ is labelled as "U.S. military force
should mever be used under any circumstances” and 7 is labelled as 7U.S. military force
should be used in many situations.”

. Please tell us how much you agree or disagree with each the following statement: ”The U.S.

needs to play an active role in solving conflicts around the world.” Strongly agree / Somewhat
agree / Somewhat disagree / Strongly disagree

. Please tell us how much you agree or disagree with each the following statement: ”The U.S.

needs to play an active role in solving conflicts around the world.” Strongly agree / Somewhat
agree / Somewhat disagree / Strongly disagree

. When it comes to your own politics, would you say that you are very conservative, somewhat

conservative, moderate, somewhat liberal, or very liberal? Very conservative / Somewhat
conservative / Moderate / Somewhat liberal / Very liberal

D.6 Random GPT-2 Story

Using our platform, respondents read one of 900 possible stories generated by GPT-2 (by the 345M
/ 774M / 1.5B models, with 300 stories per article); no two respondents read the same story.

D.7 Post-Treatment Questions

e Please describe whether the news story was very credible, somewhat credible, not very credi-

ble, or not at all credible. Very credible / Somewhat credible / Not very credible / Not at all
credible
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When you said that the story was credible or not credible, what did you have in mind?
Open-ended response

Please describe whether the news story was very believable, somewhat believable, not very
believable, not at all believable. Very believable / Somewhat believable / Not very believable
/ Not at all believable

Please describe whether the news story was very accurate, somewhat accurate, not very
accurate, not at all accurate. Very accurate / Somewhat accurate / Not very accurate / Not
at all accurate

To what extent did the news story clearly explain the event in question? Very clearly /
Somewhat clearly / Somewhat unclearly / Very unclearly

Please describe whether the news story was ideologically biased and if so, in which direction:
The article was far left (very Democrat/progressive) / The article was center-left (leaned
Democrat/progressive) / The article was in the center, no partisan bias / The article was
center-right (leaned Republican/conservative) / The article was far right (very Republican/-
conservative)

Would you share this story on social media? Yes / No
Have you ever seen fake news? Definitely no / Possibly no / Possibly yes / Definitely yes

Do you think there now is: Less fake news than in 2016 / About the same amount as in 2016
/ More fake news than in 2016

What is the highest level of education you have completed? Less than High School / High
School-GED / Some College / 2-year College Degree / 4-year College Degree / Post-graduate
degree (MA, MBA, MD, JD, PhD, etc)

Thinking back over the last year, what was your family’s annual income? Less than 5,000/ 5,000
to 7,499/7,500 to 9,999/10,000 to 12,499/12,500 to 14,999/15,000 to 19,999/20,000 to
24,999/25,000 to 29,999/30,000 to 34,999/35,000 to 39,999/40,000 to 49,999/50,000 to
59,999/60,000 to 74,999/75,000 to 84,999/85,000 to 99,999/100,000 to 124,999/125,000
to 149,999/150,000 to 174,999/175,000 or more / Prefer not to say

Do you see North Korea’s development of nuclear weapons as a critical threat, an important
but not critical threat, or not an important threat at all? Critical threat / An important but
not critical threat / Not an important threat at all

What racial or ethnic group best describes you? White / Black or African-American /
Hispanic or Latino / Asian or Asian-American / Native American / Mived Race / Middle
Eastern / Other

Please select “I don’t know” from the options below regardless of the question: “To the best
of your knowledge, what is the population of the United States?” 50 Million / 300 million /
900 million / 1 billion / I don’t know
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Generally speaking, when it comes to political parties in the United States, how would you
best describe yourself? Strong Democrat / Not very strong Democrat / Independent close
to Democrat / Independent (close to neither) / Independent close to Republican / Not very
strong Republican / Strong Republican

What year were you born? Dropdown menu for years
What is your gender? Male / Female / Other

To what extent do you approve or disapprove of the way Donald Trump is handling his
job as president? Strongly approve / Somewhat approve / Somewhat disapprove / Strongly
disapprove

How often do you get your news about politics from TV, radio, newspaper, or online outlets?
A couple of times a month or less / Once a week / 2-3 times a week / Daily / Several times
a day

In what state or US territory do you live? Dropdown menu of U.S. states and territories
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